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Abstract. This paper focuses on the analysis of fiber
optic line eavesdropping options based on cheap
and easy-to-use equipment - for example, the commonly
used fiber optic splitters with suitable optical power
division ratios. The fiber optic splitter takes
a small portion of the optical power sufficient for
the eavesdropper to read the data and lets as
much signal power as possible pass in the original
direction. We attempted to detect the presence
of fiber optic splitter-based eavesdropping points
on the communication line by using common techniques
designated for fiber optic quality measurement and fault
detection. The results are summarised in this paper.
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1. Introduction

With the constant development of new
communications services that place greater demands
on transmission parameters, optical networks are
massively used in access networks. The security
concerns are enormous - each year, companies spend
billions of dollars securing their networks, and each

year billions of dollars are lost due to intrusions
into those same networks. At first, fiber optic
networks were touted as one of the most secure
infrastructure options. In the last couple of years,
it has been suggested that fiber is almost as easy
to tap as copper [1] and [2]. Today, there are millions
of miles of fiber cable spanning the globe. Large
amount of data are being transmitted across these
cables daily, including sensitive government data,
and personal financial, and medical information.
Fiber optic communication is widely and publicly
understood as a medium that is difficult to eavesdrop
on. Unfortunately, this common conception is far
from the technical reality. In this paper, we study some
cheap and easily accessible tools for eavesdropping
on fiber optic communications and explore the chances
for the automatic detection of their placement on live
fiber optic lines.

It is very likely that, in a couple of years,
contemporary cryptography used to protect
communication will be vulnerable due to the current
progress in quantum computing. For the time being,
communication protection relies on protecting physical
lines against eavesdropping until new cryptography
algorithms are developed. Research in this field
is mainly focused on advanced techniques based
on leading but costly technology [3]. However,
the threat of cheap and easy eavesdropping is more or
less unnoticed. This paper intends to illuminate this
possibility.
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In order to ensure communication security,
it is necessary to focus on physical access
to the communication infrastructure. In case of
a server and delivery infrastructure, access is located
in data centers that are under the constant supervision
of provisioning operators.

An unimaginable amount of data, including sensitive
data, are being transmitted across these cables daily.
If the wiring is in a publicly-accessible space, this
data may be compromised. Thus, tighter access con-
trol to the cabling must be implemented. More com-
panies need to employ physical layer security systems
in conjunction with their existing data layer security
systems because physical layer security systems are
better able to detect and deal with intrusions
to the cables that do not involve an easily measurable
amount of data interruption [4]. Also, it may be
advantageous to not publish fiber optic communication
infrastructures on the Internet. This can provide
a roadmap and bring attention to fiber optic
vulnerabilities.

Access networks are often located in public areas
but are not properly secured. To gain access to data
transported over the fiber, it is enough to connect
an optical splitter to the transmission path. Then
it is possible to eavesdrop on all traffic. In order
to totally block cyber-attacks and hacking, the access
network should be protected. If a company encrypts
its transmitted data, it could prove to be a stumbling
block for intruders. Depending on the encryption
methods used, it may only be a matter of time before
the intruder breaks the encryption and obtains their
desired data.

Our motivation for this work is the MeDiMed
infrastructure used for medicine picture data transport
and processing (documented in [5], [6], [7], [8], [9],
and many others). MeDiMed is a shared regional
Picture Archiving and Communication System
(PACS) serving hospitals in Brno and the surrounding
area. The system facilitates fast and secure commu-
nication among individual hospitals, enables delivery
of some services through the computer network,
and offers other capabilities of today’s computer
systems and data networks to medical users [10].
The system deals with the secure transmission,
archiving, and sharing of medical image data
originating from various modalities (computed
tomography, magnetic resonance, mammography,
etc.). The security needs of the MeDiMed system
are the motivation for this article. In this re-
search, we have made use of the experience
gained during the development and deployment
of the optical backbone of the Czech NREN network
CESNET [11], [12], [13] and [14].

1.1. State of the Art and Related
Work

Currently, scientific papers focus mainly
on sophisticated fiber optic line eavesdropping
technologies. For example, in [15], advanced deep
learning algorithms are discussed. In [16], the authors
focus on eavesdropping and respective defense
measures using fiber bending and similar technologies.
In [17], the possible utilization of in-band crosstalk
for optical transport line eavesdropping is discussed.
In [18], the authors discuss possibilities of fiber optics
bending utilization.

All of these related works utilize relatively expensive
technology and complicated procedures. However,
the biggest risk for currently used fiber optic networks
lies in cheap and easy-to-use technologies. This
paper demonstrates the eavesdropping capabilities
of very simple equipment - a fiber optic power
splitter. There are several related works dealing with
fiber optics infrastructure security in general, [19]
and [20], related technologies [21], [22] and [3], or
security in DWDM backbone networks ([23] and access
networks - GPON [24] and [25]. Our focus is
enterprise and metropolitan networks. These networks
commonly use gigabit and ten-gigabit ethernet over
singlemode fiber and are more susceptible to attacks as
the protection of cabinets with patch panels is not as
strict as in the case of backbone transport networks,
and the technology is not as tight as in the case
of GPON networks.

An attacker can use any maintenance window
to install fiber optic splitters into the line of interest.
Another factor working for the eventual attacker is
a higher frequency of changes in this type of network
so that even short unannounced interrupts can pass
without notice from the side of the network operator
and adequate security checks. We have experimentally
approved that in the case of gigabit ethernet even
a splitter with a 5:95 optical power distribution can
provide enough optical power for an eavesdropper,
allowing him or her to capture data traffic using
common network equipment without the need for
optical amplification or any other advanced tool or
gear.

2. Technology for Optical
Networks Eavesdropping

This section discusses the key technologies
and processes suitable for cost-effective optical
network eavesdropping.
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The main advantage of physical line eavesdropping
is the long-term availability of data. Once the eaves-
dropping point is installed, it can provide a copy
of all the data transported until it is discovered
and removed. The main drawback of eavesdropping is
that the attacker cannot gain access to any data they
choose, but only that transported over the affected
communication media. Of course, the attacker
has to fully understand the communication protocol
stack in use and needs enough computing power
to reassemble the sensitive data from communications
protocols, packets, and frames.

Gaining access to data transported over the fiber
optic line is much easier than commonly believed.
An essential tool is a general fiber optic splitter
with the proper coupling ratio. An example of such
a splitter is in Fig. 1. Equipped with the proper
fiber type and casing, it is difficult to distinguish
the splitter from the patchcord if placed into a fiber
optic rack. This component is available in several
e-shops for less than 15 USD. As mentioned before,
we focus on cheap and easy-to-use eavesdropping
equipment. This kind of equipment can be used
in many instances and doesn’t require in-depth
knowledge of its users. For this reason, we consider this
kind of eavesdropping risk severe compared to other,
more advanced technologies.

Fig. 1: An example of a fiber optic splitter equipped with
proper fiber type and casing, making it difficult to be
detected in a fiber optic rack.

The same component, usually encased in
a rack-mountable chassis, is commonly used by
security incident response teams for network traffic
analysis. The technology used by security monitoring
teams to gain network traffic samples for analysis
and the technology used by attackers for network
traffic eavesdropping is almost the same. The main
differences are the encasing and, of course, the reason
for tapping the network traffic.

The following sections discuss possible ways
of detecting splitters inside a fiber optic line. As
discussed later, the technical capabilities for detecting
splitters in fiber optic lines are limited. There is no way
to distinguish the reason for the presence of a splitter.

However, even for network traffic analysis performed by
the network operator, the network monitoring device
has access to the whole data traffic, like an illegal
eavesdropper, but commonly only provides aggregate
output in the form of network and flow statistics, like
Netflow or IPFIX. The way of utilizing a network
monitor is, to some extent, up to the conscience
and choices of the network operator.
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TX RX

RX TX

Fig. 2: An example of a typical network traffic monitoring TAP
connection.
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Fig. 3: Basic eavesdropping TAP connection.
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Fig. 4: Bidirectional eavesdropping TAP connection.

3. Eavesdropping Point
Detection

The cost of an optical splitter is insignificant,
and its installation is almost effortless. Let us
consider the options for optical splitter detection
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Fig. 5: Eavesdropping TAP with protection against the OTDR
detector.

utilizing equipment and techniques commonly
used in telecommunication network deployment
and operation. The first and probably the most
obvious way is optical performance monitoring.
The second method is Optical Time-Domain
Reflectometer (OTDR) utilization. We have set
up a simple testing scenario based on a simple
transmitter and receiver using the SFP module with
a 1550 nm wavelength and fiber optic lines used as
part of the physical network infrastructure in the com-
puter center. We installed a fiber optic splitter inside
the line instead of the patchcord. A splitter with
a coupling ratio of 5:95 was used, and gigabit ethernet
traffic was successfully eavesdropped on and read by
the simulated bootleg device. All tests were performed
on legacy ITU-T G.652 fiber optic lines and patchcords
based on a G.657 fiber.

We performed a set of measurements to analyze
the differences in detecting the splitter by both opti-
cal performance monitoring and OTDR measurements.
The EXFO FTB-7300D-234B-EI OTDR was used for
our experiments. This type of OTDR is used for
the daily operation of the university’s fiber optic net-
work. We used three scenarios of splitter placements,
as shown in Fig. 3, Fig. 4 and Fig. 5, where Fig. 5
is relevant only for OTDR measurements. To demon-
strate the real capabilities of fiber optic eavesdropping
components and the limited possibilities for their de-
tection, we set up a lab model and performed a set
of measurements. The lab model is shown in Fig. 6.
The results are summarized in the following sections.

We used three local optical loops: two of them
simulating communication lines on the figure denoted
as lines 1–2 and 3–4, and one used as a simulation
of an attacker on the figure line 5–6. A fixed attenuator
of 5 dB was inserted in the middle of line 1–2; another
attenuator of 10 dB was inserted in the middle of line
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Fig. 6: LAB model used for optical eavesdropping components
analysis.

3–4; line 5–6 was straight. The overall attenuation
of line 1–2 was 8.6 dB, the attenuation of line 3–4 was
12.7 dB, and the attenuation of line 5–6 was 1.4 dB.

3.1. Eavesdropping Point Detection
by Optical Performance
Monitoring

The optical splitter introduces additional insertion loss
into the fiber optic line. The added insertion loss
is given by the connectors and the coupling ratio
of the inserted splitter.

The line insertion losses for the cases of the straight
line, one splitter usage, and two splitter usage for
gaining independence on the transmission direction are
given in the following Tab. 1:

Tab. 1: Splitter insertion loss balance.

Line setup Attenuation Attenuation
increment

straight 21.8 dB –(patchcord only)
single splitter 22.3 dB 0.5 dB(Fig. 3)
two splitters 22.9 dB 0.9 dB(Fig. 4)
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Tab. 2: Gigabit ethernet SFP optical performance monitoring
precision analysis.

DUT DUT Pwrmeter DUT RX
TX RX RX balanced

(dBm) (dBm) (dBm) (dBm)
min 2.45 −13.90 −13.90 −14.32
max 2.45 −12.72 −13.86 −13.10
avg 2.45 −13.32 −13.88 −13.72

stddev 0 dB 0.22 dB 0.01 dB 0.22 dB

It is easy to see that the attenuation increment is not
large. Further, we analyzed the optical performance
monitoring precision of some commonly-used SFP
modules. We measured the gigabit ethernet modules
used for traffic eavesdropping in our experiment,
a multi-rate 100 Mbps to 2.4 Gbps SFP module,
and a ten-gigabit ethernet SPF+, all of them
transmitting on a precise wavelength in a 100 GHz
DWDM grid. These SFP and SFP+ modules will be
also called a Device Under Test (DUT).

For measurement, we used the lab setup presented
in Fig. 7. The output of the measured SPF was
attenuated by a fixed 10 dB attenuator.

SFP

TX

RX

Splitter 50:50

49.2

50.8
IN PM−212

Fig. 7: SFP module optical performance measurement precision
analysis.

To obtain precise measurements, we first analyzed
the coupling ratio of the splitter used in this setup.
The coupling ratio of the splitter (A:B) was determined
to be 49.2:50.8. The results from our measurements
are summarized in Tab. 2, Tab. 3, and Tab. 4.
The original measured data are available upon request
for verification or further processing. In all cases,
the measurement was 20 minutes long with a 10 s time
delay. This was enough to see the instability of the SFP
module measurement results.

Tab. 3: Multirate SFP optical performance monitoring
precision analysis.

DUT DUT Pwrmeter DUT RX
TX RX RX balanced

(dBm) (dBm) (dBm) (dBm)
min 1.91 −13.30 −13.70 −13.43
max 1.96 −13.21 −13.61 −13.39
avg 1.93 −13.26 −13.66 −13.41

stddev 0.01 dB 0.02 dB 0.02 dB 0.01 dB

From the above-mentioned measurements, it is
evident that the commonly used optical performance
measurement offered by SFP optical modules is
not precise enough to reliably detect optical line
performance decreases caused by eavesdropping
equipment insertion. The only exception is the

Tab. 4: Tengigabit ethernet SFP+ optical performance
monitoring precision analysis.

DUT DUT Pwrmeter DUT RX
TX RX RX balanced

(dBm) (dBm) (dBm) (dBm)
min 1.43 −14.88 −15.33 −14.63
max 1.49 −14.01 −14.43 −14.48
avg 1.45 −14.41 −14.84 −14.54

stddev 0.02 dB 0.18 dB 0.19 dB 0.03 dB

multi-rate SFP. Moreover, the attenuation of the fiber
optic line changes in time due to the change
of mechanical stress caused by, for example,
temperature changes or other external influences.
In our long-term experience, the daily variation
of a 40 km long optical line attenuation is about
0.6 dB. Adding a simple fiber optic splitter causes
only a very small increase in the communication line
insertion loss (0.5 dB). This insertion loss is typically
below the common daily fluctuation of communication
line insertion loss. Moreover, the precision of typical
optical performance monitoring performed by SFP
and similar optical modules is beyond this margin as
well. For this reason, a simple analysis of optical
performance is not enough to detect a fiber optic
splitter inserted into the communication line. For
a more sophisticated construction based on two
optical splitters, the insertion loss increase (0.9 dB)
is somewhat detectable, but a basic optimization
of the constructed eavesdropping equipment can
slightly decrease the inserted loss and make this
construction almost invisible as well.

3.2. Eavesdropping Point Detection
by OTDR

The utilization of OTDR could be used to detect
eavesdropping points inside a fiber optic line. We
tested the lab setup as described in Fig. 6 with OTDR
as well. To achieve the best possible resolution, we
used the smallest possible pulse duration offered by
OTDR. The measurement was performed on three
commonly used wavelengths: 1310 nm, 1550 nm,
and 1625 nm. The results were almost identical.
To improve the readability of the graphs and tables,
we used the 1550 nm measurement in the following
explanation and discussion. According to the short
length of the tested fiber, we used the shortest available
pulse duration (5 ns), corresponding to a pulse length
of 1 m. The length of the launch cable used was 500 m
and the measurement averaging period was 30 s.

We used the test setup described in Fig. 6.
The tested fiber optic lines were simulated on several
looped room-to-room cables in our computer center.
We had two cables available, with lengths of 20 m
and 30 m, respectively. Several lines from these
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Fig. 8: Reference measurement of eavesdropped line.

0

5

10

15

20

25

0 0.2 0.4 0.6 0.8 1 1.2 1.4

S
ig

na
l s

tr
en

gt
h 

(d
B

)

Distance (km)

Fig. 9: Reference measurement of an eavesdropper.

cables were interconnected by patchcables terminating
in either APC polished connectors (E2000) if we
intended the connector to be almost invisible
on a reflectogram, or PC polished connectors
(PC/APC) if we intended the connector to be strongly
visible. The first segment (1–2 in Fig. 6) was 64 m
in length with APC connectors only and simulated
a clean segment from the attacked data source.
The second segment (3–4) simulated a continuation

of the line from the eavesdropping point toward
the data destination under attack. This line had
a total length of 232 m and PC connectors after
64 m, then 50 m and 25 m with a 5 dB attenuator
inserted. Line 5–6 simulated the path from the fiber
optic splitter toward the active eavesdropper device.
This line contained 3 PC-based interconnections for
better visibility on the OTDR.
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Fig. 10: Eavesdropping equipment variant A - simple optical splitter.
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Fig. 11: Eavesdropping equipment variant B - simple optical splitter equipped with a circulator used as an isolator.

The reference OTDR measurement on lines 1–2
and 3–4 interconnected via a simple 2 m patchcable is
shown in Fig. 8. The first 500 m segment is the launch
cable. The first peak is the beginning of the emulated
communication line. The big peak represents the end
of the clean line and the beginning of the segment
with imperfect connectors. The most important part
of the measurement is emphasized by the dashed box.
It represents the part where the optical patchcord was

replaced by a fiber optic splitter or a set of splitters
and circulators as denoted in Fig. 6.

Line 5–6 was used to emulate the eavesdropper
communication line. The reference OTDR measure-
ment is presented in Fig. 9. Interestingly, lines
with imperfect connectors, such as this setup, can
cause better reflections in OTDR. It is expected
that the pattern in the dashed box will be present
on reflectograms from setups using fiber optic splitters.
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Fig. 12: Two optical splitters connected in opposite directions to obtain direction-independent eavesdropping.
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Fig. 13: Two optical splitters equipped with an optical circulator.

The OTDR measurements of the four possible modes
of eavesdropping as depicted in Fig. 6 and referred
to as connections A, B, C, and D are in Fig. 10,
Fig. 11, Fig. 12 and Fig. 13, respectively. It is
easy to see that the pattern of the eavesdropper’s
communication line represented in Fig. 9 is difficult
to find in the reflectograms; this is true, especially
in the case of circulator utilization, where this line is
completely invisible on the reflectograms.

Even when utilizing a splitter directly without
hiding the eavesdropping communication line behind
an isolator or circulator, it is not easy to notice
the eavesdropping point. If an isolator or circulator is
used, the splitter is almost invisible to commonly used
measurements as can easily be seen from reflectograms
Fig. 10, Fig. 11, Fig. 12 and Fig. 13 - emphasized by
the dashed box.
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All the optical equipment used are easy to acquire
from many online component stores for very low
prices compared to commonly used network equipment.
The active networking devices needed for optical
communication eavesdropping might be the same as
the ones used for rightful network traffic monitoring.
Eavesdropping on optical communication lines is
technically much easier and, at the same time, cheaper
than most of its users commonly believe. Moreover,
detecting optical eavesdropping is very difficult
and almost impossible to achieve using common
measurement equipment, as the key components
behave too similarly to general optical patchcables.

4. Discussion

We have measured the properties of fiber optic splitters
and their simple constructions which could be used
for fiber optic communication eavesdropping. As
expected, even a rather strong split ratio (only 5 %
of optical power used for the eavesdropper) is enough
to obtain a good quality signal for the attacker
while minimizing the impact of the eavesdropped line
itself. The splitter is almost undetectable by common
measurement equipment like OTDR and/or analysis
of the optical power level. Simply modifying this
element (adding an optical isolator or circulator) can
make it mostly invisible to common measurements.
Although the installation of this type of eavesdropping
equipment needs some specific knowledge and physical
access to the cabling infrastructure, the simplicity
and price availability, together with the progress
in quantum computing needed for contemporary
cryptographic protection mitigation, will make this
threat very serious in the near future.

The aim of this paper is to point out the problem
of communication networks’ physical infrastructure
security and especially to emphasize the risk
of eavesdropping on fiber optic communication
lines. The technical equipment needed to tap
the network traffic is of very low cost. The cost
of the equipment needed to analyze the tapped
traffic corresponds to the used communication
protocol and the cost of the equipment used by
the eavesdropping victim. The most important
property of optical network eavesdropping in this
context is the fact that it is almost undetectable by
commonly used measurement equipment. To maintain
privacy, the use of strong cryptography is necessary,
even in the case of communications over fiber optic
lines. It is expected that contemporary encryption
algorithms will be no more secure in the near
future. Currently, properly inspecting fiber optic
lines and enforcing the replacement of dismantlable

connections (connectors) by non-dismantlable ones
(splices) will be crucial.
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