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Abstract. The paper deals with the quantitative assess-
ment of the parameters influence of differently operat-
ing fault detection mechanisms on the hardware safety
integrity of the safety function. It is considered that the
safety function is implemented by an electronic safety-
related system operating in low demand mode of op-
eration. The quantitative assessment of the hardware
safety integrity of the safety function is based on the
use of homogeneous Markov chains. Proving the safety
properties of the safety-related control system (proving,
that the residual risk is acceptable) is a necessary con-
dition for its implementation into an operation.
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1. Introduction

Safety integrity is ability of a safety-related system
to achieve its required safety functions under all the
stated conditions and within a stated duration. Safety
integrity comprises two parts - systematic failure safety
integrity and random failure safety integrity. System-
atic failure safety integrity is the non-quantifiable part
of the safety integrity and is not object of this paper.
Random failure safety integrity is quantifiable part of
the safety integrity and in [I] is designated as Hard-
Ware Safety Integrity (HW-SI).

The random hardware failures are the main factor
that influences the HW-SI. Therefore, from a safety
point of view, it is very important to detect and negate
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any potentially dangerous failure as soon as possible
(negation — enforcement of a safe state following the
detection of a fault [I]) [2]. As the dangerous failure (in
this paper) is considered the failure that causes a Safety
Function (SF) transition into a dangerous state or in-
creases the probability of the SF transition into a dan-
gerous state. SF is an active safety measure for risk
reduction and is implemented by the Electronic Safety-
Related System (E-SRS). The detection and consecu-
tive negation of the fault have a significant influence
on the Safety Integrity Level (SIL) of the SF.

If the required HW-SI level of the SF is achieved by
the structure with electronic components, an assess-
ment of the HW-SI has to be based on quantitative
analysis [I]. It is necessary to distinguish between the
dependability and safety parameters of the E-SRS, but
these parameters influence each other and a certain
analogy can be found between them. Therefore, for the
analysis of the consequences of the faults on the HW-
SI, the modified methods, that were originally devel-
oped for the analysis of the dependability parameters,
were used [3], [4] and [5]. These methods, however,
generally do not allow the assessment of the simulta-
neous impact of multiple factors (failure rate, diagnos-
tic coverage, detection time, restoration, changing the
architecture after detection and negation of the fault,
...) on the HW-SI [6]. This inherent property will
negatively affect especially the analysis of complex E-
SRS. It is more appropriate to use a method based on
Markov Chains with Continuous Time (CTMC), either
alone [7], [8], [9], [I0] and [II] or in combination with
Markov Chains with Discrete Time (DTMC) [12].

A very important activity in the failures influence
analysis on the HW-SI using the Markov analysis is
model creation. For more complex system structure,
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the automatic generating model is theoretically possi-
ble (under certain conditions), but practically excluded
due to the explosion of states and transitions (the num-
ber of states significantly escalates with the number of
system elements) [I3]. The model creation depends on
the analyst’s experiences and his correct assessment
of the operational and technical characteristics of the
analysed system.

This paper presents the principles for solving prob-
lems related to the assessment of influence of fault de-
tection mechanisms on the HW-SI of the SF by using
the appropriate CTMC and DTMC combination. The
proposed procedure is presented on a simple E-SRS
that contains only two elements, in order to avoid neg-
ative influence of large number of CTMC and DTMC
states on clarity of this procedure.

This paper builds on [I2], which deals with the di-
agnostics influence on the HW-SI of the SF operating
in continuous mode of operation.

General View on the Fault
Detection Mechanisms

2.

The E-SRS can contain one or more fault detection
mechanisms that affect the dangerous state probability
of analysed system. The fault detection mechanism
can be characterized by the diagnostic coverage (the
coefficient of diagnostic coverage is referred to as c)
and the fault detection time ¢g4.

If the E-SRS contains one fault detection mechanism,
this mechanism in principle can work so that detection
of faults is performed:

e Periodically (cyclically) and discreetly in time — al-
ways at the end of the diagnostic cycle (Fig. ,
while teq > t1q. teq is the diagnostic cycle time (it
can be identified with the maximum time of the
fault detection) and ty4 is the operation time of
the fault detection mechanism.

e Periodically (cyclically) and continuously in time

(Fig. .

If the E-SRS contains two fault detection mecha-
nisms, it is necessary to assume, that these mechanisms
differ from each other by the fault detection time and
the diagnostic coverage. We can distinguish between:

e The “Rapid” detection Mechanism (RM), which is
characterized by the diagnostic cycle tgrq and the
diagnostic coverage coefficient cg.

e The “Slow” detection Mechanism (SM), which is
characterized by the diagnostic cycle tgq and the
diagnostic coverage coefficient cg.
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Fig. 1: Operation of the fault detection mechanism.

Generally, E-SRS has also other support fault detec-
tion mechanisms that are not dominant with respect to
HW-SI (they are designed, for example, for the fault
localization).

3. The Hardware Safety

Integrity of the Dual
Structure — Operating in
Low Demand Mode of
Operation

Using the proposed method is presented on the E-SRS
with dual structure based on composite fail-safety with
fail-safe comparison. This is a structure that is very
often used in practice.

The standard [I] requires to realize the HW-SI as-
sessment individually for each SF. By reason of clarity
of this paper, it is assumed that:

e The E-SRS implements only one SF. Based on this
assumption, the dangerous state of the SF can be
identified with dangerous failure of the E-SRS.

e The E-SRS comprises two hardware identical and
independent units — R and L (Fig. . Based on
this assumption it is valid, that A\g = A = A,
where Ar (AL) is the hardware failure rate of the
unit R (L).

e The functional specification of the SF is irrelevant
from the view of the HW-SI.
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Fig. 2: Block diagram of a general dual structure.

Generally, the E-SRS with this structure has one or
two detection mechanisms that have a major impact
on the HW-SI.

3.1. Influence of One Fault

Detection Mechanism

1) Fault Detection Mechanism Operates
Periodically and Continuously in Time

If the fault detection mechanism operates periodically
and continuously in time, the diagnostic influence on
the HW-SI of E-SRS can be described by the model in

Fig.

2A(1—-c¢)

Fig. 3: The CTMC for the dual structure with the time-
continuous fault detection — the low demand mode of
operation.

The characteristic of the states in the model in Fig.
is listed in Tab. 1

If the E-SRS operates in the low demand mode, so
under certain conditions (if the SF is not required),
a leaving the dangerous state D can be considered.
Therefore, it is desirable to separate the dangerous
state D on more qualitatively different substates. The
state D (Fig. [3)) contains these substates:

e D1 (5) — substate, in which is the E-SRS, when
both units (R and L) have only the undetectable
faults. This substate is necessary to consider as
dangerous, because the E-SRS remains in this
state until the time of requiring the SF. In case
of the SF requiring, the EUC will not pass to the
safe state.
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e D2 (6) — substate, in which is the E-SRS, when
both units have the fault (they can have even
more faults), but at least one of these faults is
detectable.

Tab. 1: The states in the CTMC in Fig.

State Characteristic
E-SRS is functional. Neither the unit R
1 (OK) nor the unit L has a random failure.
Under this assumption pok (t =0) = 1.
9 Unit R or unit L has only the
undetectable fault (one or more).
3 Unit R or unit L has the detectable faults. Units
can have also the undetectable fault (one or more).
4(8) The safe (dysfunctional) state — the state
after detection and negation of the fault.
D The dangerous state — Unit R and unit L
have a random failure.

The E-SRS can be in the state 3 or in the state D2
only when it has at least one detectable fault. It can
be reasonably supposed, that the fault detection mech-
anism detects this fault, thereby the negation mecha-
nism is activated and the E-SRS transits to the state
S with the transition rate §, which can be determined
according to Eq. — pessimistic approach:

1
= ) (1)
tqg+itn
where t4 is the fault detection time (in this case t4 =

teq, where t.q is the duration time of one diagnostic
cycle) and ¢ is the time to negation of detected fault.

The probability of substate D1 can be calculated by
solving the system of the differential equations:
e

PO _ i -a 2)

on the basis of knowledge of the transition rate matrix

Q:(Qij) iv.je{lv"~7m}’ (3)

and on the basis of knowledge of the initial distribution

for

Po={n(t=0),p(t=0),...pu(t=0)}, (1)

where ¢;; is the transition rate from state ¢ to state j
m
and ¢;; = — Y. g¢;; is the sojourn rate in state ¢,
J=Lj#i

m = {p1(t),p2(t),...,pm(t)} is distribution in time
t, p;(t = 0) is the probability of state i in time ¢ = 0
and m is the number of states.

2)  Fault Detection Mechanism Operates
Periodically and Discreetly in Time

If the fault detection mechanism operates periodically

and discreetly in time - always at the end of the di-
agnostic cycle (Fig.[1(a)]), the diagnostics influence on
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the HW-SI of the E-SRS can be modelled using the
combination of the CTMC and the DTMC.

The occurrence of random failures in time is continu-
ous and independent of the fault detection mechanism.
Therefore, the influence of the random failures on the
safety integrity of E-SRS in time, when the fault de-
tection mechanism is not active, can be described by
the CTMC in Fig. under assumption, that § = 0 (the
transition to the state S is not possible).

The model in Fig. [3| (assuming that § = 0) can be
described by Eq. and Eq. with the transition
rate matrix

2N 201-¢) 22 0 0 0
0 =XMl4+¢ X 0 AMl-—¢) X
0 0 -2 0 0 A
Q= 0 0 0 0 0 01’ (5)
0 0 0 0 0 0
0 0 0 0 0 0

and the differential equations system

’

Pox (t) = —2Apok (1),

)
Pa(t) = 2M(1 — c)pox (t) — A(1 + c)pa(t),
Ps(t) = 2Aepok (1) + Aepa(t) — Aps(t), )
ps(t) =0,
Poi(t) = A(1 = pa(t),
Ppa(t) = Aepa(t) + Aps(t)

In this case, it is necessary to consider the state D as
the dangerous state. The dangerous state probability
in time, when the fault detection mechanism is not
active, is the sum of the probabilities of the substate
D1 and the substate D2.

The fault detection mechanism influence (Fig. [1]) on
the HW-SI of the E-SRS can be modelled using the
DTMC (Fig. [4) and described by the transition prob-
ability matrix.

1

Fig. 4: The CTMC for the dual structure with the time-discrete
fault detection — the low demand mode of operation.

Generally, the transition probability matrix is de-
fined as follows:

P=(P;) for i,je{l,...,m}, (7)
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where p;; is the transition probability of the system
from state i to state j , ¢;; is the sojourn probability
in state ¢ and m is the number of DTMC states.

For model shown in Fig.

100 0 00
010000
0 001 06O

P= 0 00100 (8)
0000 1O
000100

Since the fault detection mechanism operates period-
ically, the initial probability distribution for the CTMC
describing the random failures influence on the safety
integrity in k-th cycle of diagnostics can be calculated
using the DTMC:

Py = By -P, 9)

where k € {0,...,n} and n is the number of diagnostic

cycles.

Then for model in Fig. [ is valid, that:

Pppi(t = 03 {P(&L (t =tca) »Pék) (t =tea),0,

P (8 = tog) + 7 (t = tea) + D) (£ = tea)
pgcQ) (t:th)ao }a

(10)

where pgk) (t = t.q) is the probability of the state i at
the end of the k-th diagnostic cycle.

If in the time ¢ = 0 is the E-SRS in the state OK
(Fig. [4]) then the initial distribution is

Pu(t = 05 = {1,0,0,0,0,0}.

The dangerous state D probability decreases in con-
sequence of the fault detection mechanism operation.

(11)

The dangerous state probability decreasing would
reach the zero value, if ¢ = 1.

Figure shows the procedure for the CTMC/DTMC
combination. This procedure is repeated for all diag-
nostic cycles.

3.2. Influence of Two Fault

Detection Mechanisms

If the E-SRS contains two fault detection mechanisms,
it is theoretically possible to consider various combina-
tions of the operation of these fault detection mecha-
nisms, depending on their parameters and the mode of
operation.

Typically, it is such a combination of fault detec-
tion mechanisms, when one mechanism (the RM) is
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Pok(t) = =2. 4. pok(t)
p,(t)
=2.1.(1—0¢).pox(t)
— A1 +0).p,(t)

=Ac.p () + Aps(t)

P;(0) ={1,0,0,0,0,0}

pa(t) 1 P ()

=2.2.c.pox(t) @ =2.1c.pox(t)

+ A c.pa(6) — A.p3(t) 1 + Ac.pa () — Aps(t)
ps(t) =0 ps(t) =0

Pp1(t) = 4. (1 —¢).p,(¢) 1 Pr1(®) = 4. (1 —¢).p,(t)
Pha(® (by) Pa(®)

Pox (t) = —2. L. ok (t)
P, (t)
=2.2.(1—0¢).pox(t)
—A(1+0).p. (1)

=Adcp () + Aps(t)

P,(0) = {p5 (tea), p5 (tea), 0,05 (tea) + P (tea) + PS5 (tea), P2 (tea), O}

P3(0) = {p53(tca), 0P (tea), 0, DS (tea) + DS (tea) + 53 (tea), P (tea), O}

Fig. 5: The CTMC and DTMC combination.

intended for the detection of the maximum number of
the faults in the shortest possible time interval and the
second mechanism (the SM) is intended for the detec-
tion of a certain group of the faults, which are not de-
tectable by the first mechanism. If the tgq > tgg, it is
possible to proceed in such a way, that the RM operates
continuously in time and the SM operates discretely in
time.

Let both mechanisms operate discreetly in time. The
model in Fig. [6] describes a behaviour of the E-SRS in
time, when there is no operating fault detection mech-
anism (neither RM nor SM). The dangerous state D
contains these substates:

e D1 — substate, in which is the E-SRS, when both
units (R and L) have only the undetectable faults.

e D2 — substate, in which is the E-SRS, when one of
the units (R or L) has at least one fault detectable
by the RM (units can have also the undetectable
faults or the faults detectable by the SM).

e D3 — substate, in which is the E-SRS, when one
unit (R or L) has at least one fault detectable
by the SM (units can have also the undetectable
faults or the faults detectable by the RM).
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201 —cgp —¢x)

Fig. 6: The reduced CTMC for the dual structure with the
time-discrete fault detection — the low demand mode
of operation and with two fault detection mechanisms
in time, when they are not active.

The diagnostic coverage coefficient of the faults,
which are detectable only by the SM is defined as:
Cx :PX -(].—CR), (12)

where Py is the probability of the failure detection by
the SM, which was not detected by the RM. If the
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probability Px cannot be believably determined, it is
possible to use pessimistic approach and the assump-
tion, that Px = 0.

The E-SRS is in the state 4 (Fig. [6)), when the first
E-SRS fault is detectable by the RM (transition from
the state OK to the state 4), or when in unit, which
already has the fault undetectable by the RM, occurs
the fault detectable by the RM (transition from the
state 2 to the state 4 or transition from the state 3 to
the state 4).

The E-SRS reaction to the fault detection mecha-
nisms (RM, SM) is shown in Fig. 7] If r =1, s =0,
the model corresponds to the E-SRS reaction to the
RM. If r = 0, s = 1, the model corresponds to the
E-SRS reaction to the SM.

Fig. 7: The DTMC for the dual structure with the time-discrete
fault detection — the low demand mode of operation and
with two fault detection mechanisms.

The E-SRS (Fig. [7) is in the state 4 or in the state
D2, when it has the fault detectable by the RM. There-
fore, due to the fault detection by the RM (r = 1,
s = 0) and the negation of its consequences, the E-
SRS transits from the state 4 and D2 to the state S.

The E-SRS (Fig. |7) containing the fault detectable
by the SM is in the state 3 or D3 and with a certain
probability also in the state D2. Therefore, due to the
fault detection by the SM (r = 0, s = 1) and the
negation of its consequences, the E-SRS transits from
the state 3 to the state S and from the state D3 to the
state S with the probability 1. The E-SRS leaves the
state D2 with the probability Px.

If the inequality tsq > tgrq is valid, then given to
the SM activity, the RM activity can be considered
as continuous in time and it is possible to describe its
influence on the HW-SI by the model in Fig. The
system transits into state S after detection and nega-
tion of fault by the RM and the rate of transition into
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Al —cg—cx)

Fig. 8: The CTMC for the dual structure with the time-discrete
fault detection — the low demand mode of operation
and with two fault detection mechanisms, when they
are active.

state S can be determined according to the Eq. (1)).
In mathematical description of the models in Fig. [6]
Fig. [7|and Fig. 8]it is necessary to proceed the same as

in Subsec. [3.1.]

4. The Results of the

Experiment

The aim of this part of the paper is to highlight the
influence of the differently operating fault detection
mechanisms and their properties (diagnostic coverage,
fault detection time) on the dangerous failure proba-
bility of the SF (pp(t)).

Let the SF be realized by the dual structure based on
composite fail-safety with fail-safe comparison (Fig. .
Let:

e A=), =Xz =2-10"% h™! (the unit R and the
unit L are hardware identical).

e The considered time interval, in which the danger-
ous failure probability of the SF will be calculated,
is 10 years (it can be e.g. the time interval between
two proof tests of the E-SRS).

e The time to negation of a detected fault is negli-
gible (ty < tg).

The E-SRS operates so that if the fault is detected,
the safety reaction is triggered and the E-SRS transits
to the state S (the SF is required). The transition rate
to the state S is determined according to the Eq. .

The calculations were performed in the Mathematica
SW tool.
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4.1. One Fault Detection Mechanism

Let the E-SRS have one fault detection mechanism
with the diagnostic coverage coefficient ¢ = 0.99, which
operates so that the diagnostic test is triggered every
0.5 h. The time duration of test and the time of nega-
tion is negligible given to the considered time interval
0.5 h.

If the SF operates in low demand mode of operation
and the time of the diagnostic cycle (the fault detec-
tion time) is significantly less than the time between
two proof tests (tca < tproos), the dangerous failure
probability of the SF can be calculated according to
the Eq. for the model in Fig. The time depen-
dence pp(t) is shown in Fig.

pD [-]

0.00004
0.00003 -
0.00002 -

0.00001 -

20000 40000

tih]

60000 80000

Fig. 9: The dangerous failure probability of the SF; one fault
detection mechanism; calculation using the CTMC

(Fig.[3)-

pD [-]

0.00004

0.00003

0.00002 -

0.00001 -

20000 40000 60000 80000

tih]

Fig. 10: The dangerous failure probability of the SF; one
fault detection mechanism; calculation using the
CTMC/DTMC (Fig. [B]and Fig. [).

The dangerous failure probability of the SF, which
operates in the low demand mode of operation, can
be calculated also using the relations derived from the
models in Fig. [3 (under assumption, that 6 = 0) and
Fig. 4] (CTMC/DTMC combination). The time de-
pendence pp(t) is shown in Fig. Modelling of
the dangerous failure probability of the SF using the
CTMC/DTMC combination is closer to reality, but the
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Fig. 11: The dangerous failure probability of the SF; one
fault detection mechanism; calculation using the
CTMC/DTMC (Fig. |3 and Fig. in the shortened
time frame for ¢ = 0.99.
pD [-]
1.x10710 1
8.x10711 4
6.x1071 {
4.x10""
2.x10" "
— t[h]
30

5 10 15 20 25

Fig. 12: The dangerous failure probability of the SF; one
fault detection mechanism; calculation using the
CTMC/DTMC (Fig. |3 and Fig. in the shortened
time frame for ¢ = 1.

calculation is significantly more time-consuming than
in case of using only the CTMC.

Using the CTMC/DTMC combination is demon-
strated by “width” (saw-tooth shape) of the line in the
graph in Fig. what is caused by change of pp(t)
value due to the operation of the RM. Influence of the
RM can be observed more clearly in Fig.[I1]and Fig.
where only a short period of time (0 to 30 hours) is
shown, in order to observe the influence of time-discrete
diagnostics method on observed value - pp(t).

4.2. Two Fault Detection

Mechanisms

The graph in Fig. shows the probability of the
dangerous failure of the SF during one year of oper-
ation. Because this time interval is significantly larger
than the considered time of the diagnostic period of
the RM mechanism or SM mechanism (tgg = 0.5 h,
tsq = 10 h), so the impact of the diagnostic coverage
is demonstrated by "width" of the line — as in Fig.
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pD [-]
0.00004 -
0.00003 -
0.00002 -
0.00001 -
‘ ‘ ‘ ‘ t [h]
20000 40000 60000 80000
Fig. 13: The dangerous failure probability of the SF; two
fault detection mechanisms; calculation using the
CTMC/DTMC (Fig. [7] and Fig. [8) for cr = 0.9 and
cx = 0.09.
pD [-]
1.x1079
8.x10-10 [
6.x10710
4.x10710 |
<yl gl gl
e U
5 10 15 20 25 0
Fig. 14: The dangerous failure probability of the SF; two
fault detection. mechanisms; calculation using the
CTMC/DTMC (Fig. [f] and Fig. in the shortened
time frame for cg = 0.9, cx = 0.09, tgg = 0.5 h and
tsq = 10 h.
pD [-]
8.x10710
6.x10710
4.x10710
2.x10710 //// //// ////
7 | L
5 10 15 20 25 30
Fig. 15: The dangerous failure probability of the SF; two

fault detection mechanisms; calculation using the
CTMC/DTMC (Fig. [f] and Fig. [7) in the shortened
time frame for cp = 0.9, cx = 0.1, trd = 0.5 h and
tsq = 10 h.

The probability of the dangerous failure of the SF

(Fig. Fig. and Fig. is calculated according
to the relations derived from the models in Fig. [7] and

in Fig.
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Real view at the operation of two fault detection
mechanisms, which operates discreetly in time, and
the diagnostic coverage influence, is obvious from the

graphs in Fig. [[4] and in Fig. [Tf]

5. Conclusion

have significant influence on the HW-SI of the SF. The
restoration process is not directly visible on the consid-
ered models because the restoration process can begin
only when the fault is detected and negated. In the
paper, author assumes the dual structure of the E-SRS
with the fail-safe property (Fig. [4]) and therefore, after
the detection and negation of the fault is the E-SRS
operation interrupted and the E-SRS transits to the
down state. The restoration process has no influence
on the HW-SI of the SF (it has influence on the E-SRS
availability). The E-SRS has the structure 2003 (three-
channel structure) with such a property, that the de-
tection and negation of the fault leads to the isolation
of defective part of the E-SRS and to the change of the
E-SRS structure (to the dual structure), so then the
existence of the restoration even during the up state of
the E-SRS can be assumed [14].

The procedures described in this document were
practically used as part of the validation report for the
Kernel of the JAZZ system (product of AZD Praha).
In the Kernel analysis, three different fault detection
mechanisms have been respected, which have an im-
pact on the HW-SI of the Kernel [15].
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