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Abstract. In this paper, we evaluate system performances of a multi-hop relay protocol with presence
of an active eavesdropper. In the proposed protocol,
a source attempts to transmit its data to a destination
with assistance of multiple intermediate relays. From
the eavesdropping Channel State Information (CSI) estimated, the source and relays adjust their transmit
power so that the eavesdropper cannot overhear the
transmitted data. Moreover, to enhance throughput for
the proposed system, Non-Orthogonal Multiple Access
(NOMA) technique with a simple power allocation is
also proposed. We derive exact closed-form expressions
of the Outage Probability (OP) and throughput for the
data transmission over Rayleigh fading channel. In addition, when the CSI estimation is imperfect, Intercept
Probability (IP) at the eavesdropper is derived. Finally,
Monte Carlo simulations are presented to verify the
theoretical derivations.

1.

Introduction

Recently, Non-Orthogonal Multiple Access (NOMA)
technique [1], [2], [3] and [4] has gain much attention as an efficient method to significantly improve the
data rate for wireless communication systems. Different from the conventional orthogonal multiple access,
a transmitter can simultaneously send multiple data
at the same time, code and frequency to one/multiple
receivers by allocating different transmit power levels
to the transmitted data. At the receivers, a Successive Interference Cancellation (SIC) technique is used
to extract the intended data.

Secured communication techniques at the physical
layer [5], [6], [7] and [8] have become an efficient method
to obtain the data security without using complex
cryptographic methods. In the physical-layer security,
the physical properties of the wireless channel such as
Channel State Information (CSI) and distances of the
connection links can be used to protect the transmitted
data. To the best of our knowledge, there are several
published papers related to physical-layer security isKeywords
sue in NOMA-based relay networks. Particularly, the
authors in [9] optimized secrecy sum rate of a NOMAIntercept probability, multi-hop relay protocol, based downlink system including a transmitter, multinon-orthogonal multiple access, outage proba- ple legitimate users and a passive eavesdropper. Simibility, physical-layer security, throughput.
lar to [9], the authors in [10] proposed a secured down-
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link communication scenario where one multiple an- of the channels between two arbitrary terminals are
tenna base station communicates with multiple single Rayleigh fading. Moreover, because the eavesdropper
antenna users using NOMA.
is an active node, the source and relay nodes attempt
to estimate Channel State Information (CSI) between
Different from the previous published works [9] and
themself and the node E.
[10], this paper considers a multi-hop relay network,
in which a source uses NOMA to transmit its data to
Considering the communication at the kth hop
a destination via multiple intermediate relays, in pres- (k = 1, 2, ..., K) where Nk−1 sends the source data to
ence of an active eavesdropper. To avoid the eaves- Nk while E overhears the data. Let hk and gk dedropper from overhearing the transmitted data, the note the channel coefficients of the Nk−1 → Nk and
transmitters including the source and relays attempt to Nk−1 → E links. We also denote gke as the CSI estiestimate the Channel State Information (CSI) between mated by Nk−1 . The correlation between gk and gke
themselves and the eavesdropper, and then adjust their can be formulated as in [13] and [14]:
p
transmit power appropriately. For performance evalu(1)
gke = ρgk + 1 − ρ2 ε,
ation, we derive exact closed-form expressions of Outage Probability (OP) and throughput for the proposed where ρ is channel correlation factor and ε is estimation
scheme over Rayleigh fading channel. Moreover, when error.
the eavesdropping CSI estimation is imperfect, InterMoreover, channel gains γD,k = |hk |2 and γE,k =
cept Probability (IP) at the eavesdropper is also de2
rived. We then perform Monte Carlo simulations to |gk | are exponential Random Variables (RVs) whose
parameters [15] and [16] are λD,k and λE,k , respectively.
verify our theoretical derivations.
e
It is worth noting that γE,k
= |gke |2 also follows an
The rest of the paper is organized as follows. The exponential distribution with the parameter λE,k . To
system model and the proposed scheme are described take path-loss into account, these parameters can be
in Sec. 2. In Sec. 3. , the performance evaluation modeled by
of the protocol is described. The simulation results are
λD,k = dβk , λE,k = lkβ ,
(2)
presented in Sec. 4. Finally, the paper is concluded
where dk and lk are distances of the Nk−1 → Nk and
in Sec. 5.
Nk−1 → E links, respectively, and β is path-loss exponent.

2.

System Model

Figure 1 shows system model of a NOMA-based multihop transmission protocol, where the source (N0 ) communicates with the destination (NK ) via the via the
multi-hop fashion with the help of K−1 relay nodes,
respectively denoted by N1 , N2 ,. . . and NK−1 . In the
considered network, the Eavesdropper (E) appears and
tries to overhear the data transmitted by the source
and the relays. Assume that all of the terminals have
Destination
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N

x1+x2
0

N

x1+x2
x1+x2

N

1

x1+x2
K-1
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K

x1+x2
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Data Links
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Using NOMA, the transmitter Nk−1 combines two
source data, i.e., x1 and x2 , to create a superimposed
data xc as follows:
p
p
(3)
xc = α1 Pk−1 x1 + α2 Pk−1 x2 ,
where Pk−1 is transmit power of Nk−1 , α1 and α2 are
power allocation coefficients with α1 +α2 = 1 and α1 >
α2 ≥ 0.
Then, uc is sent to Nk , and the received data at Nk
can be expressed as
zk = p
hk uc + nk ,
p
= α1 Pk−1 hk u1 + α2 Pk−1 hk u2 + nk ,

(4)

where nk is Gaussian noise at Nk whose mean and variance are 0 and σ02 , respectively.

Following the principle of NOMA, by treating u2 as
noise, Nk first decodes u1 and then removes this data
from the received data (zk ). As a result, the instantaFig. 1: System model of NOMA-based multi-hop transmission
neous Signal-to-Interference-plus-Noise Ratio (SINR),
protocol in presence of one eavesdropper.
with respect to u1 , can be obtained as
α1 Pk−1 γD,k
a single half-duplex radio and a single antenna, and
1
.
(5)
ΨuD,k
=
hence a Time-Division Multiple Access (TDMA) is ocα2 Pk−1 γD,k + σ02
cupied. To avoid the eavesdropper from combining
the transmitted data with Maximal Ratio Combining
After
p completely removing the interference compo(MRC), the transmitters including source and relays nent α1 Pk−1 hk u1 , the received data zk can be rewrituse Randomize-and-Forward (RF) to randomly gener- ten by
p
ate codebook [11] and [12]. We also assume that all
zk0 = α2 Pk−1 hk u2 + nk .
(6)
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From Eq. (6), the instantaneous SINR obtained to
decode u2 is formulated by
2
ΨuD,k
=

α2 Pk−1 γD,k
.
σ02

(7)
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Combining Eq. (14) and Eq. (15), we obtain


1
1
1
≤ α2 < min
,
.
2+τ
1+τ 2

(16)

Moreover, from Eq. (16), we can easily observe that
From Eq. (5) and Eq. (7), the channel capacity, with to maximize Jk , the optimal values α1 and α2 can be
given, respectively as
respect to u1 and u2 , can be given, respectively by


1+τ
2M Rth
1
α1 Pk−1 γD,k
u1
α1∗ =
= MR
,
CD,k
= log2 1 +
,
(8)
2
2+τ
2 th + 1
K
α2 Pk−1 γD,k + σ0
(17)
1
1


∗
=
.
α
=
2
1
α2 Pk−1 γD,k
u2
2+τ
2M Rth + 1
,
(9)
CD,k
= log2 1 +
K
σ02
Considering the decoding probability at the eaves1
where the factor K
indicates that the data transmission
dropper; also, once this node can decode u1 correctly,
is split into K orthogonal time slots.
then it can decode the data u2 successfully. As menDue to the broadcast nature of wireless channel, the tioned above, the transmitter Nk−1 attempts to estieavesdropper E can receive the data uc from the node mate the eavesdropping CSI for adapting its transmit
e
Nk−1 and decodes u1 and u2 with SIC, similarly as power using the following strategy: Pk−1 γE,k
≤ γth ,
the receiver Nk does. Similar to Eq. (8) and Eq. (9), where γth is a predetermined value. Hence, the maxithe instantaneous channel capacity received at E, with mum transmit power of Nk−1 is obtained by
respect to u1 and u2 , can be expressed, respectively by
γth
(18)
Pk−1 = e .


γE,k
α1 Pk−1 γE,k
1
u1
,
(10)
CE,k = log2 1 +
K
α2 Pk−1 γE,k + σ02
Substituting Eq. (17) and Eq. (19) into Eq. (5) and


α2 Pk−1 γE,k
1
Eq.
(10), respectively, yields
u2
CE,k = log2 1 +
.
(11)
!
K
σ02
∗
e
α
γ
γ
/γ
1
th
D,k
1
E,k
u1
, (19)
CD,k
= log2 1 + ∗
e
Let us consider the probability that Nk can decode
K
α2 γth γD,k /γE,k
+ σ02
both u1 and u2 correctly. This event can be formulated
!
e
α1∗ γth γE,k /γE,k
by
1
u1
CE,k = log2 1 + ∗
. (20)


e
K
α2 γth γE,k /γE,k
+ σ02
u1
u2
Jk = Pr CD,k
> Rth , CD,k
> Rth


(12)
(α1 − α2 τ ) Pk−1 γD,k > σ02 τ,
Then, the end-to-end channel capacity of the data
= Pr
,
2
α2 Pk−1 γD,k > σ0 τ
link can be obtained by


u1
u1
where Rth is a predetermined target rate, and
CD,e2e
= min
CD,k
.
(21)
k=1,2,...,K
τ = 2KRth − 1.
Then, we can give Eq. (11) by the following formula:
(

Moreover, the channel capacity of the eavesdropping
links is dominated by the highest link, which means


u1
u1
CE,e2e
= max
CE,k
.
(22)

0, 
 if α1 ≤ α2 τ,

k=1,2,...,K
ξ2
ξ1
, if α1 > α2 τ,
, Pk−1
Pr γD,k > max Pk−1
From Eq. (21) and Eq. (22), we can formulate the
(13)
Outage Probability (OP) and the Intercept Probability
τ σ02
τ σ02
where ξ1 =
, ξ2 =
.
(IP), respectively as
(α1 − α2 τ )
α2


u1
From Eq. (13), we observe that the value α2 must
OP = Pr CD,e2e
≤ Rth ,
(23)
satisfy the condition by


u1
IP = Pr CE,e2e
> Rth .
(24)
1
α1 > α2 τ ⇔ α2 <
.
(14)
1+τ
Finally, throughput of the N0 → NK connection can
be
defined by
Next, it is worth noting that if ∆1 ≥ ∆2 , when Nk
decodes u1 successfully then it also decodes u2 success2Rth
(1 − OP) ,
(25)
TP =
fully. Therefore, we propose a simple power allocation
K
as
where the factor 2 implies that the destination can re1
∆1 ≥ ∆2 ⇔ α2 ≥
.
(15) ceive two data u1 and u2 at the same time.
2+τ

Jk =

c 2017 ADVANCES IN ELECTRICAL AND ELECTRONIC ENGINEERING

593

INFORMATION AND COMMUNICATION TECHNOLOGIES AND SERVICES

3.

Performance Evaluation

3.1.

3.4.

Proposition 1

Outage Probability (OP) of the data link can be expressed by an exact closed-form expression as
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Corollary 3

Without using NOMA, throughput of the data link is
calculated by
"K
#
Rth Y
λE,k γth
TPwo =
.
(31)
K
λE,k γth + τ σ02 λD,k
k=1

OP = 1 −

K
Y
k=1

λE,k
,
λE,k + θλD,k

(26)

Proof: Since the destination only receives one data
from source, the system throughput is formulated by

where
τ σ02
.
θ= ∗
(α1 − α2∗ τ ) γth

TPwo =

(27)

Rth
(1 − OPwo ) .
K

(32)

Substituting Eq. (30) into Eq. (32), we obtain
Proof: From Eq. (19), Eq. (21) and Eq. (23), Outage Eq. (31).
Probability (OP) of the data link is formulated by

OP = 1 − Pr



u1
CD,k





3.5.

≥ Rth



K
Q
u1
=1−
< Rth
1 − Pr CD,k
k=1


K 
Q
γ
=1−
1 − Pr γD,k
<θ .
e
min

k=1,2,...,K

(28)



An exact closed-form expression of Intercept Probability at the eavesdropper is expressed as
 
1
IP =1 −  1 − q
2

E,k

k=1

Proposition 2



1−θ
2

K
 .

(33)

(1 + θ) − 4ρ2 θ

e
Then, using Eq. (4), [17] for Pr γD,k /γE,k
< θ , we
can obtain Eq. (26).

3.2.

Corollary 1

Without using NOMA, OP can be rewritten by
OPwo = 1 −

K
Y
k=1

λE,k γth
.
λE,k γth + τ σ02 λD,k

Proof: From Eq. (20), Eq. (22) and Eq. (24), IP can
be given by




u1
IP = 1 − Pr
max
CE,k
≤ Rth
k=1,2,...,K


K
Q
γ
=1−
Pr γE,k
≤θ
(34)
e
E,k
k=1
h

i
K
Q
γ
=1−
1 − Pr γE,k
>θ .
(29)
e
k=1

E,k



e
Using Eq. (7), [14] for Pr γE,k /γE,k
> θ , we can
Proof: In this case, Nk−1 only sends u1 to Nk at
the kth time slot. In particular, the fractions of trans- obtain Eq. (33).
mit power are set by α1 = 1 and α2 = 0. With the
same manner as Proof of Proposition 3.1. We can
obtain Eq. (29). Remark 1: From Eq. (26), Eq. (28)
4.
Simulation Results
and Eq. (29), because θ ≥ τ σ02 /γth , it is obvious that
OPwo ≤ OP.
In this section, we present Monte Carlo simulation results to verify the theoretical results and to compare
the performances of the protocols discussed in the pre3.3.
Corollary 2
vious sections. In simulation environment, we consider
a two-dimensional plane in which the co-ordinates of
Throughput of the data link is computed exactly by
the nodes the relay Nk , k = 0, 1, ..., K, and the eavesdropper
are (k/K, 0) and (0.5, 1), respectively. In all
"K
#
2Rth Y
λE,k
of the simulations, we fix the path-loss exponent
 (β),
TP =
.
(30)
2
σ
the
target
rate
(R
)
,
the
variance
of
noise
th
K
λE,k + θλD,k
0 by 3,
k=1
0.5 and 1, respectively.
Proof: Substituting Eq. (26) into Eq. (25), we obtain
In Fig. 2, we present the outage performance of the
Eq. (30).
proposed protocol as a function of γth . In this figure,
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0.07

the correlation coefficient ρ is set by 0.99. It can be observed from Fig. 2 that the value OP decreases with the
increasing of γth . Moreover, the outage performance is
better with higher number of hops. It is also seen that
OP of the proposed system without using NOMA is
always lower than that of the NOMA-based system.
It is worth noting that the theoretical and simulation
results are in good agreement, which validates our theoretical analysis.
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Fig. 3: Throughput of the N0 → NK as a function of γth when
ρ = 0.99.
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Fig. 2: Outage Probability (OP) as a function of γth when
ρ = 0.99.
1

10

In Fig. 3, we show the ThroughPut (TP) of the
Sim (K=3)
N0 → NK as a function of γth . In this figure, the
Sim (K=6)
theoretical results are obtained from Corollary, SubSim (K=10)
sec. 3.3. and Corollary, Subsec. 3.4. , ρ is also
Theory
set by 0.99. We can be observed that the value TP increases slowly with the increasing of γth . Besides, the
throughput is higher when number of hops decreases
and when the number of hops increases in which value
2
TP seems to be saturated with the increasing of γth .
10
0.1
0.2
0.3
0.4
0.5
It is also seen that TP of the proposed system without
γth
using NOMA is always lower than the NOMA-based
system. This again demonstrates the effectiveness of
Fig. 4: Intercept Probability (IP) as a function of γth when
the NOMA-based system as in our proposal.
ρ = 0.99.

Figure 4 presents Intercept Probability (IP) as
a function of γth when ρ = 0.99. As illustrated in this
figure, IP increases with higher value of γth . It is due
to the fact that when γth is high, the transmit power of
Nk−1 is high, which increases the channel capacity of
the eavesdropping links. As expected, this figure shows
that when number of hops is lower, value IP is higher.

Figure 5 shows value IP as a function of γth when
K = 8. Similar to Fig. 4, intercept probability at the
eavesdropper increases with higher value of γth . However, we can see that the value IP will be lower with
the higher channel correlation factor ρ. Figure 4 and
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Fig. 5 validates the simulation and theoretical results
are in good agreement.
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